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Welcome to the IoT era
Findings and insights from IFMA and JLL’s Internet of Things (IoT) research
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Foreword

It’s no secret that the world of facilities management (FM) is evolving and transforming at lightning speed.
In many ways, the Internet of Things (IoT) is at the heart of this evolution, driven in large part by the convergence of
technology, facility and portfolio services, and the workplace. The IoT makes way for new opportunities and new
business models, which are redefining work and impacting productivity in ways that drive meaningful and measurable
business results. As digital disruption becomes the new norm and the Internet-enabled ecosystem around us takes
hold, making sense of the IoT – and what it means for FM as a discipline – is challenging, but very exciting.
IFMA and JLL designed a joint global research project to uncover what the IoT means for FM. We surveyed more than
700 FM professionals and conducted a series of focus groups across the globe to understand how the IoT is impacting
the FM profession today, how it’s changing the skills and core competencies that facility managers need to master to be
successful, and where additional educational resources may be needed to ensure a clear path forward.
Our findings suggest that the IoT will play a critical role in the evolution of FM as a strategic function, opening the
door for facility managers to drive value for their organizations in new and different ways, from improving building
operations to enhancing experiences (and everything in between). Regardless of where you are in your career,
developing an understanding of the IoT and what it means for FM will be a valuable exercise.
Remember that IoT adoption is a journey, not a destination. As you start your IoT journey, I encourage you to spend
some time reading through the research and considering how the IoT can enable you (and your teams) to drive positive
outcomes for your organizations.

Kind regards,
Maureen Ehrenberg
President, Global Integrated Facilities Management, JLL
Past Chair, International Facility Management Association
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Introduction

The Internet of Things (IoT) is transforming
everything about facilities management
(FM)—and fast. What do you need to know
to survive (and thrive) in this new age of
digital FM?

What is the IoT?

In a recent survey, 84% of FM professionals agreed that those
who successfully harness the power of the IoT will contribute
to the strategic advancement of the FM profession. But in that
same survey, only 13% of respondents indicated that they were
extremely knowledgeable about the IoT today.

What this means is that objects and equipment in the physical
world can now be monitored and controlled by computer—
enabling entirely new ways of operating and delivering services.

This gap—in IoT knowledge today versus aspirations for
tomorrow—is indicative of a larger trend that is driving and
shaping change in the FM world. It’s clear that the IoT has
become more than just a buzzword. But it’s less obvious how IoT
technology is being adopted and affecting various industries and
professions—including FM.
This is why the International Facility Management Association
(IFMA), in partnership with JLL, embarked upon a global research
study to understand what the IoT means for the FM profession
and corporate real estate (CRE) more broadly. This paper outlines
the key findings from this research, which included a survey
of more than 700 IFMA members, a series of focus groups held
across the globe, and interviews with the industry’s leading
subject matter experts. This paper also highlights key takeaways
that real estate professionals at all levels can incorporate into
their FM and workplace strategies.

Gartner defines the IoT as “physical objects
that contain embedded technology to
communicate and sense or interact with their
internal states or the external environment.”

The IoT has wide application in CRE, FM, and workplace
strategy. The examples highlighted below are only the tip of
the IoT iceberg:
• By using sensors to monitor and control heating and
lighting systems, facility managers can increase building
efficiency, reduce risk and improve energy management.
• More accurate data can be gathered in real time, combined
with other data, and used to take immediate action—for
example, dimming lights in a conference room when sensors
detect that no employees are present or assigning parking
spots or hoteling spaces based on real-time occupancy.
• Data gathered over time can be used for predictive analytics
that enable organizations to anticipate and plan for future
events, rather than responding to change reactively. For
example, facility managers can use sensor-based technology
to monitor equipment performance and identify early
signs of asset failure—enabling them to proactively take
action before a failure or business disruption occurs.
• IoT technology, data and analytics can also be used
to automate workflows and improve decision making.
IoT technologies enable facility managers to connect
processes that were previously disparate and largely
manual—like work order processing, vendor management
or invoicing—into one streamlined, end-to-end process.
• Facility managers can use IoT solutions to improve experiences
for employees, customers, visitors, and service partners—by
offering personalized controls for workstation lighting or
heating or adopting digital wayfinding solutions to help
visitors efficiently get from point A to point B, for example.
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The overall impact of IoT adoption is to accelerate the evolution
of the FM role and help elevate the FM function’s strategic
significance to an organization’s business and brand. In the
IoT era, FM professionals have access to a greater array of tools
and technologies than ever before. The IoT also arms facility

managers with the real-time data and analytics that they need
to proactively anticipate challenges and develop and execute
informed, strategic solutions. Taken together, these new, IoTdriven capabilities enable a much more impactful role for FM teams.

The findings

that the level of IoT maturity across this segment varies widely.
Some respondents highlighted the use of one-off IoT point
solutions—for energy management or building automation, for
example—while others described more established, integrated
IoT ecosystems.

The survey revealed how facilities management professionals
perceive the Internet of Things and their expectations for IoT
adoption and impact.
The IoT is top-of-mind among FM professionals across the globe.
Clearly, IoT technology is a hot topic in facilities management.
More than 60% of respondents say they are somewhat or
extremely knowledgeable about IoT. Only 13% say they are not at
all knowledgeable.

The impact of IoT on FM is expected to intensify in the near future.
The IoT is gaining momentum in facilities management. While
only about 50% of survey respondents say that the IoT is
impacting their day-to-day activities now, 83% expect that it will
within five years.

69% of respondents also say that their organizations are using
IoT technology in some way. It’s important to note, however,

The IoT is impacting my job’s day-to-day activities.

I expect that the IoT will impact my job’s activities
within the next five (5) years.

Agree/strongly agree 49.5%

Agree/strongly agree 83.41%

Neutral 33.8%

Neutral 13.8%

Disagree/strongly disagree 16.71%

Disagree/strongly disagree 2.79%
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Respondents also anticipate that the IoT will have a significant impact on their profession, changing what facilities management does
and the skills required. 31% of respondents indicate that their teams have the skills required to implement IoT solutions today, while
85% of respondents agree that the IoT will influence the skills required of CRE and FM professionals in the future.

My team currently has the skills required to
implement IoT solutions.

I anticipate that the IoT will influence the skills
required of CRE/FM professionals in the future.

Agree/strongly agree 31.27%

Agree/strongly agree 85.11%

Neutral 33.29%

Neutral 13.16%

Disagree/strongly disagree 35.44%

Disagree/strongly disagree 2.02%

There is broad overall awareness of IoT applications related
to building systems and physical infrastructure. The top five
applications highlighted by survey respondents included:
• Building automation
• Energy management
• Maintenance
• Security and physical access
• Safety
Experience is a critical driver of IoT adoption. Overall, survey
respondents identified an improved occupant experience as the
second most important driver for IoT adoption (after improved
building operations). This suggests that FM professionals are
aware of the positive impacts that IoT solutions can have on the

experience of employees, customers, or others who use a
given facility.
When it comes to experience, the implications for the FM
profession as a whole are significant. By successfully leveraging
the IoT to create high-quality, high-touch experiences, facility
managers will have access to the data that they need to quantify
FM’s impact on the productivity of the people in the buildings
that they manage (elevating the strategic role of the FM function
in the process).

Key themes
Several key themes emerged from our research, which have
particular relevance and application to CRE and FM professionals:
strategy, security, talent and training, and experience.
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Designing your
IoT strategy

It’s clear that the IoT is expected to have a
dramatic impact on the world of FM and
CRE – and the scale and scope of that
transformation can be overwhelming. Where
should FM and CRE professionals start when
designing their IoT strategies?
The first step in building a robust IoT strategy is simpler than
it might seem: it all starts with data. At the outset of any IoT
implementation, facility managers should be focused on what
data they need and how they plan to use that data to benefit the
business. These needs should in turn influence the IoT technology
selection process, by providing clear guidelines for functionality,
data and analytics requirements.

IoT implementation at the outset, organizations should feel
empowered to plan and execute the strategy according to
their specific business needs, budget, and resources. It’s
important to remember that full IoT-enablement is a journey –
not a destination.
For example, installing sensors to gather real-time occupancy
data is a good start. Using that same data to control HVAC and
lighting based on where a facility’s occupants are located makes
that data even more valuable. Pulling that data up to a real-time
digital floor plan and visually showing employees which desks or
rooms are occupied (or unoccupied) adds another layer of value.
And using that data to predict what occupancy might be in the
future better informs catering and cleaning services to plan ahead
based on past patterns and trends.

The end goal? An IoT-driven, integrated “virtual network”
that enables data sharing among the various systems and
applications and where operational data can be viewed and
analyzed through a “single pane of glass,” rather than through
traditional siloes. Integrating building systems with corporate
enterprise systems, such as room booking, work order
management, space planning, and other CRE applications affords
even greater automation and synergies. Finally, an integrated
ecosystem of IoT-enabled applications and devices (which can
include everything from door locks to temperature controls to
parking gates, and beyond) also supports a seamless experience
for a building’s occupants.
Regardless of the pace or scale of an IoT deployment, it’s crucial
to develop a long-term IoT strategy upfront (with an emphasis
on data governance, strategy and support from cross-functional
groups including IT and HR). By establishing a framework for
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Lessons in IoT technology selection
from the IWMS world
To illustrate the complexity that FM professionals face when
evaluating their IoT technology options, we will examine
an ongoing debate that has taken hold since Integrated
Workplace Management System (IWMS) solutions emerged
more than a decade ago. To make an informed decision,
FM professionals need to understand when it makes sense
to implement a single, unified IWMS system versus bestin-class point solutions. Some facility managers may even
choose to adopt a flexible, hybrid model that incorporates
elements of both. This discussion is particularly relevant to
facility managers who are just starting out on their workplace
technology journey. The learnings from this discussion can
also be applied more broadly, as FM professionals begin to
design and implement their own IoT strategies.

What is an Integrated Workplace Management
System (IWMS)?
IFMA’s FMGlossary defines an IWMS as “an enterprise
platform that supports the planning, design, management,
utilization and disposal of an organization’s locationbased assets.” While areas of functionality may vary by
IWMS service provider, main areas of focus include lease
administration, project management, space management,
and maintenance management. For many FM professionals,
adopting an IWMS solution is a first step on their IoT journey.

together different applications—advancing from surfacelevel integration to interactivity. Syncing your system data
with external data (and in some cases, enabling machineto-machine communication) opens up a new world of
applications and capabilities.
There are also practical reasons for migrating to a unified
IWMS platform. IT departments do not want to monitor and
support 15 or 20 separate building management systems
and applications, maintain dozens of APIs, and deal with
multiple technology vendors. From a long-term maintenance
viewpoint, a unified approach can be more appealing.

According to Craig Gillespie,
business area director at Trimble,
“An organization’s readiness for an
integrated IoT solution really comes
down to change management. When
moving from a series of legacy point
solutions to an integrated platform, a
robust change management program
is crucial to success.”

A unified, single-partner approach
According to the experts who favor thorough integration
through an IWMS platform, a primary benefit is getting
a single, comprehensive view of activities, both within
a single property and across properties. An integrated
platform also helps facility managers increase efficiency
by seeing across previously-siloed domains (like energy or
occupancy planning) and connecting to corporate enterprise
resource planning (ERP) systems (where feasible) for greater
automation and synergies. Rather than just sharing data, a
single IWMS platform managed by a single partner brings

1 http://community.ifma.org/fmpedia/w/fmpedia/3178

At the same time, experts note that there are additional
considerations involved in taking a unified system approach.
It’s also worth noting that as an organization’s appetite
for new applications grows, it may become increasingly
challenging to maintain a truly unified, single-partner
approach. As an organization’s needs evolve, they may begin
to outgrow the integrated solutions currently available in
the marketplace.
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A multi-system, multi-partner approach
One of the main counter-arguments to the unified approach
is that the organization will get better results from the best
point solutions for each application (rather than from an
IWMS solution that might be very good, but not best-in-class
in any particular function). So, some experts say, it is better to
look for best-of-breed point products and invest in the right
analytics resources to bring data from those systems together.
Furthermore, as noted, full-blown integration can be
challenging from an organizational perspective. It requires a
change-management effort, which can expose gaps between
facilities management and other business support units (like
IT and HR).
In addition, while a unified system may save money on
maintenance, it can be much more costly (and timeconsuming) to implement. And, some experts say,
companies are still waiting to see convincing arguments
and benchmarking data to prove the advantages of a
unified approach. Finally, integration may not be realistic for
organizations that are deeply committed to entrenched and
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overlapping legacy systems (of varying quality). Similarly,
organizations that seek to implement IWMS solutions across
geographies or industries may find that a multi-system
approach better suits their more specialized needs.

A flexible, hybrid approach
While the IWMS versus point solutions debate illustrates
many of the considerations that FM professionals need to
weigh when evaluating technology options, it’s important
to remember that technology selection doesn’t need to be
an either-or proposition. Some organizations may choose
to adopt a flexible, hybrid approach that incorporates
some IWMS modules, while relying on point solutions to
fill other functional areas. A strategy that works well for
one organization may not support another organization’s
business objectives - and that’s okay. There’s an endless
array of hybrid technology scenarios that can be configured
to meet an organization’s specific goals. The key is defining
those goals at the outset of the technology selection process.
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Security

Security continues to be a major
barrier to IoT adoption.
Survey respondents cited concerns over security as one of the
top reasons for going slow with IoT implementation. About
45% of respondents said security is a primary hurdle to IoT
adoption, second only to lack of knowledge (55%). Experts also
point to security of data and networks as a major challenge
for IoT adoption. An IoT system can introduce hundreds (or
even thousands) of sensors into an organization’s network,
multiplying the number of data points that can be attacked and
compromised. Organizations are understandably concerned
about protecting company data—including sensitive customer
data. So, before they commit fully, facility managers should be
asking questions such as, “How are we pulling multiple solutions
together?” and “How are we keeping that data secure?”
The answers are often complex. However, there are some obvious
moves. The first is to partner with IT to identify the risks and start
building appropriate protections. One common vulnerability, for
example, is legacy building-control devices that were designed
long ago and may not include modern safeguards against
hacking or disruption.
What else can facility managers do? Many companies are moving
all or part of their IT infrastructure to cloud computing platforms.
This can include IoT applications and may provide a higher
degree of protection since cloud vendors have a vital interest
in maintaining security to keep their customers (however, to
get this level of assurance, it is important to stick with leading
vendors and, even then, press them for details on how they
will protect your data). There is also cyber insurance, but that
requires penetration testing (“pen testing”) the entire portfolio of
applications—which can be quite costly.

Experts and FM professionals who are deep into IoT
implementations advise companies to establish a robust
data governance function and adopt recognized standards
such as OSCRE (Open Standards Consortium for Real Estate),
a global standard for the real estate industry. They also advise
companies to invest in the effort to screen potential partners
carefully. “Doing your due diligence when you’re selecting your
technology and data storage partners is key,” says Fred Kraus,
Product Line Manager at ARCHIBUS. “You want to ensure that
your partners have a robust data governance and cybersecurity
program in place, especially as more and more organizations are
moving away from in-house IT infrastructure and towards
cloud-based solutions.”

Hurdle to IoT
adoption

45%

of survey respondents
cited security concerns as
a barrier to IoT adoption
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Talent and training

Recruiting and retaining FM professionals
with the right skills is more important than
ever before in the IoT era.
The biggest barrier to IoT adoption is getting the right talent in
place with the right skills. More than 55% of survey respondents
identified a lack of IoT education as a barrier to implementing
IoT solutions, with lack of IoT training as a close second at 43%.
FM professionals recognize that the IoT will change the kind of
talent and skills needed in facilities management; 83% of survey
respondents expect that the IoT will impact the skills required of
CRE and FM professionals in the future.

FM teams will need to think about recruiting from different talent
pools to get the right skills. This will involve hiring young “digital
natives” as well as bringing existing staff into the IoT age. Not
everyone needs to become an expert in data science, go back
to school to learn how to code or master data analytics. But FM
professionals will need to become data literate and know, at a
high level, how to interpret and analyze data, and how to apply
the resulting insights to the business.
FM teams also need to focus on collaborating across their
organizations. Working in silos is no longer an option—facility
managers need to commit to partnering more closely with IT, HR
and other business support groups to make the most of IoT data
and systems.
More experienced facility managers also need to get comfortable
trusting technology and not feel threatened by it. Increasingly
they will work with machines rather than other people, and they
need to “lean in” to the change. Nancy Johnson Sanquist, an
IFMA fellow and vice president of global strategic marketing at
Planon advises teaching experienced workers the fundamentals
of design thinking, which can help them become better problem
solvers and collaborators.
The new talent and capabilities that companies need to
bring into FM operations to design and execute their IoT
strategies will be the foundation for the transformation of
FM into a strategic corporate function. “By approaching the
IoT with a solutions-based, action-oriented mindset, facility
managers will be in a much better position to efficiently drive
positive outcomes for their organizations,” says Sanquist. In
addition to stronger technology, data and analytics skills,
the IoT implementation will require a strong customerservice orientation—helping the business raise productivity
by making spaces more employee-friendly, for example.
To make the transition to a more strategic role, FM professionals
will need to think about training more broadly and understand
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that training and professional development will be a constant
part of the job. In addition to learning the hard skills of managing
IoT systems and data-driven decision making, facility managers
will need to hone their soft skills. For example, FM professionals
should continue to work on communication skills so they can
work smoothly with other business support units, such as IT and
HR. FM leaders should also learn how to tell a data-driven story
about FM to top management. IoT data can help FM tell its story
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to the C-suite and prove the value of FM to the organization.
Across the FM team, members should have a willingness to
learn and master additional skills. As the pace of technological
change is accelerating, FM professionals not only need to
learn how to navigate today’s changes, but also to anticipate
tomorrow’s. Facility managers must keep abreast of the
latest changes and evolutions, by reading articles, attending
conferences, and investing in continuing education.

Your IoT education starts here
The resources below are designed to support you in your IoT education journey:

Built Environment Technology Association (BETA) is an

IFMA Engage is IFMA’s new collaborative platform, designed

industry organization focused on enabling more effective
adoption of technology in the built environment.

to facilitate thought-provoking discussions and best practice
sharing across IFMA’s broad membership network.
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Experience

The IoT unlocks virtually endless
opportunities to enhance the workplace
experience and boost productivity.
Beyond efficiency gains, perhaps the greatest contribution IoT
technology can make for companies is to create great workplaces
where employees are comfortable, energized, and able to do
their best work.
“The workplace is the next frontier for great experiences,” says
John Smart, Smarter Buildings Strategist at IBM. “The IoT
opens up a whole new world for cognitive workplace design
that can create an environment that intuitively understands
the needs of every visitor and employee.” A well-managed
environment, where employees can control their spaces and
always have the resources they need (like constant connectivity,
properly prepared meeting spaces, etc.) eliminates many
sources of workplace friction, leaving employees free to focus
on their work with minimal environmental distractions
This creates another opportunity for FM teams to stretch and
grow. Rather than limiting their focus to buildings and assets
alone, FM leaders will need to think more broadly about the
people that use their buildings, how the spaces work for them,
and the technologies they interact with—all with a hospitality
mindset. Employees arriving in offices today are accustomed to
high-touch, experiential environments in their personal lives—like
being able to control your home’s thermostat from your smart
phone or order a car service on-demand.

for your early morning meeting (based on who’s in the office
that day) and placing a catering order that takes each attendee’s
favorite type of bagel into account.
FM professionals should be prepared to listen, and put their
design thinking skills into practice when it comes to creating
high-quality experiences. What are common sources of
workplace friction that IoT solutions could potentially mitigate?
Don’t underestimate how much drama is generated by disputes
over heating and AC settings and how much you can improve
morale and productivity by giving employees more control over
their space.
As with most IoT solutions, the approach to employee experience
will differ between companies and getting the right solutions
will require an understanding of your organization’s business
objectives. FM teams will also need to measure and show
improvement in workplace experience, which will require
creative thinking and a focus on measurable outcomes. These
arrangements will help drive improvements and make a
convincing argument for the rising value of FM to the organization.

“The workplace is the next
frontier for great experiences.”
John Smart,
Smarter Buildings Strategist at IBM

How can the IoT help? Consider the effectiveness of workplace
mobile apps—for reserving parking spaces, controlling the
lighting or temperature at your desk, or even placing your coffee
order. More sophisticated “cognitive workplaces” may take this
trend to the next level to facilitate collaboration—for example, by
automatically reserving an appropriately-sized conference room
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The IoT-driven future
starts today

Start your IoT journey today, with these insights as your guide:

Understand your business objectives—
and let these objectives shape your IoT
technology roadmap.

It’s easy to get hung up on the technology and focus
on getting the best systems in place. While that
is important, FM professionals first need to focus
on the business case for IoT adoption. Where FM
can add value—and become more valuable to the
organization—is in using the IoT to create better work
environments, helping companies use their real estate
assets more efficiently, and finding ways for companies
to work smarter. Lead with business objectives and
that will determine your tech requirements. IoT
projects must have a specific, defined business benefit.

Think big (but don’t be afraid to start small).

When you’re starting out on your IoT journey, it’s
crucial to balance both short-term goals and strategies
with long-term objectives. As you start to build out
your IoT capabilities, you need to be thinking (together
with IT) about how to best set yourself up for potential
IoT expansion opportunities down the line.
When it comes to the more tactical side of
implementation, don’t be afraid to start small. You can
use targeted pilots to prove the viability of your IoT
ideas. Use rapid iterations and test-and-learn cycles to
refine ideas and work out the bugs before investing in
large-scale deployment.

Invest in talent and skills.

The lack of capabilities and talent with the right
training continues to hold back IoT deployment.
Everybody on an FM team does not need to learn
how to code, but everybody will need to understand
at a high level how IoT-based systems work, how to
interpret the data, and how to talk to the tech experts
so they can address your business needs.

Be smart about security.

Virtually everyone that uses IoT systems or provides
IoT technology is keenly aware of cybersecurity
risks—and what it can mean to the business if data
is stolen or corrupted. Like every other part of the
company, the FM function must learn and apply best
practices in data governance. Protecting confidential
information and customer data should be part of
common practice for all employees—not just the data
security specialists. At the same time, FM should work
with IT and security experts to ensure their systems
are well protected with technology—then trust the
professionals and get on with IoT implementation.
Don’t let security concerns deter you from pursuing IoT
solutions altogether.

Get comfortable with partnering more closely
across your organization.
IoT applications cut across many functions—IT, HR,
finance, and others—and implementation requires
close collaboration, particularly with IT. Working in
siloes will no longer cut it. By working with other parts
of the company to define business needs—using data
to find the right space solutions for today’s work styles,
for example—FM can make greater contributions.
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Do not underestimate the degree of change
management and ongoing investment involved in
adopting IoT solutions.

The IoT applications in building management that have been
implemented to date represent a significant departure from
“business as usual” for facility managers. New technologies and
new data systems using IoT data will require even bigger changes
for facility managers and the organizations in which they work.
Use proven change-management approaches to build support
for the change, ensure everybody has the capabilities and
tools they need, and make sure that top management is visibly
on board.
Once your IoT solutions are deployed, it’s also important to have
a strategy for continual improvement. How are you leveraging
the IoT’s data-collection and analysis capabilities to fine-tune
your approach? How are you collecting feedback from
the employees that work in your facility to drive
experiential improvements?

Start thinking creatively about employee experience.

How can the technologies that you use in your buildings help to
create a more positive, productive, happy work environment for
the people in it? FM professionals are in a unique position to
help organizations use IoT technology to foster high-touch,
dynamic workplaces.

Conclusion
Momentum is building for IoT adoption. Even though more
than half the FM professionals in our survey indicated that their
organizations have no plan to use IoT solutions today, we believe
that this number will fall rapidly—especially as the impact of
the IoT in commercial real estate management becomes better
understood and organizations’ expectations for their facilities
evolve. We believe that companies that use the IoT to manage
space efficiently, provide high-quality, high-touch experiences

and more productive environments for workers, and reduce
costs will be stronger competitors in their industries—and their
FM professionals will be part of their success. As the payoff from
the IoT becomes more apparent and as more successes are
documented, we believe that adoption will accelerate. Ultimately,
the IoT will become an integral component of facilities and
workplace service delivery.
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